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Objectives 

 
• Definition 
• Threats 
• Targets 
• How they are doing it 
• Phishing Indicators 
• Protect Yourself 
• Procedures on suspected phishing 
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Definition Of Phishing 

phish·ing 

ˈfiSHiNG/ 

noun: phishing 

 

:  a scam by which an e-mail user 

is duped into revealing personal or 

confidential information which the 

scammer can use illicitly  

 
http://www.merriam-webster.com/dictionary/phishing 

http://www.bubblejam.net/brain/phishing.jpg
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Threats 

• Phishing is still the top online threat 

• In 2012, an average of 37,000 phishing attacks 

occurred each month 

• losses from Phishing in 2012 = $1.5 Billion+ 

 

 

 

 

 

 

 

 
 

 

Source: http://www.emc.com 
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Target 

YOU ARE A 

TARGET! 
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How Are they doing it? 

Phishing Email  

Victim opens malicious 

attachment 
Unknowingly 

installs software 

on your machine 

Steal your PII and 

sells it or Take over 

your Computer 

(In most cases 

Unknowingly) 

 

Sent 

Opens Installs 

Communicates 

Your data back 

to hackers 

machines 

1 

2 

3 

4 

5 

6 

START 

1.  Rootkit - Enables 

administrative level access to a 

computer or network. 

2.  Keylogger - Program that 

records each keystroke a user 

types. 

END 
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Phishing Indicators 

Generic greeting:   

To save time, Internet 

criminals use generic 

names like "First 

Generic Bank Customer" 

so they don't have to 

type all recipients' 

names out and send 

emails one-by-one. If 

you don't see your 

name, be suspicious.  

Forged link:   

Roll your mouse over 

the link and see if it 

matches what appears 

in the email. If there is a 

discrepancy, don't click 

on the link.  Also, 

websites where it is safe 

to enter personal 

information begin with 

"https" — the "s" stands 

for secure. If you don't 

see "https" do not 

proceed.  

Requests personal 

information:   

The point of sending 

phishing email is to trick 

you into providing your 

personal information. If 

you receive an email 

requesting your personal 

information, it is 

probably a phishing 

attempt.  

Sense of urgency: 

Internet criminals want 

you to provide your 

personal information 

now. They do this by 

making you think 

something has 

happened that requires 

you to act fast. The 

faster they get your 

information, the faster 

they can move on to 

another victim.  
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Protect Yourself 

R E A D Methodology 

 

Is Email : 

 

R  = Relevant? 

 

E  = Expected? 

 

A  = Addressed Properly? 

 

D  = Digitally Signed? 

 

1. Encrypt sensitive 

information 

2. Add digital 

signatures to 

outgoing messages 

3. Implement READ 

Methodology 

4. Ensure email is 

digitally signed 

before opening 

attachments or 

clicking links 
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If you suspect “Phishing” 

• Do not click on ANYTHING or open any 

attachments 

 

• Notify your Information System 

Assurance Officer (IAO) or Wing 

Information Assurance Office ASAP 

 


